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WhatsApp remains one of the most popular messengers. With more than 1.5 billion users and about half a billion daily active users, WhatsApp sends more than 100 billion messages a day. WhatsApp is secure thanks to final encryption to make intercepted messages impossible to decrypt. While this is
good news for consumers and privacy advocates, it's also bad news for law enforcement. Once the expert agrees to access the suspect's WhatsApp communication history, he will fight encryption and demand for a backdoor provided by the provider (WhatsApp: The Bad Guys' Secret Weapon). Are there
other options for accessing WhatsApp conversations? We know at least two. The first option is to capture the message database directly from either party's device. Another option goes through the cloud. WhatsApp does not have its own native cloud service, such as Telegram. All it has is a message
relay service that doesn't store messages any longer than it takes to pass them along. In other words, any message that passes through WhatsApp servers is immediately deleted as soon as it is delivered (and it would not be used by forensic experts in any way due to end-to-end encryption). It is
important to note that WhatsApp accounts cannot be used on more than one device. Let's look at WhatApp recovery and decryption options for both Android and iOS, and see what's new in Elcomsoft eXplorer for WhatsApp (EXWA). WhatsApp's Android on Android smartphones, WhatsApp keeps its chat
database in the sandbox. The database is excluded from the ADB backups and can only be accessed if the device is rooted. The only way to access the WhatsApp database on non-root devices requires a side download of a special version of WhatsApp and forcing it to return the original, unencrypted
database to the host. We can do this with EXWA, but only on older versions of Android from Android 4.0 to 6.0.1. Android 7.0 and new ones make things much more complicated; We are still waiting to implement a similar approach for later android builds. In other words, if you purchase a fairly new
Android phone, it's not very likely that you'll be able to pull out this trick (at least for now). WhatsApp can also create a standalone backup for Android or SD card storage, but such backups are always encrypted. Encrypted WhatsApp backups have file names ending with .cryptNN, where NN is the no. To
decrypt this database, you'll need an encryption key that's stored in the WhatsApp sandbox. This brings us back to the root/no root situation, since access to only if you have the permissions of a superuser. And if you do, you're much better off just pulling the original WhatsApp database out of the app's
sandbox - if you don't need the data in that particular backup. The .cryptNN number is a revision of the encryption algorithm that is used for Backup. These are very minor changes in encryption algorithms that don't really affect security. Open source code is available to decrypt such files (for example,
here and there), but you still need an encryption key that is not easy to obtain. Is it possible to simply calculate or create an encryption key instead of extracting more? We can try. But first let's look at WhatsApp backups on Google Drive. Backing up WhatsApp, which can be created from an app, is
optional; You can choose a daily, weekly, or monthly backup, or simply do so on request when you press the Backup button. You can also completely disable the backups. Backup will always contain chats and photos (videos are optional) but not contacts. For the Android version of WhatsApp (and
therefore backups on Google Drive) chats are always encrypted, while media files are not. For a long time, EXWA was able to download WhatsApp backups from Google Drive (of course, if you have Google User accounts), see excerpt and decryption of Android WhatsApp Backups from a Google
account. How do we deal with encryption? We do this just like WhatsApp itself when recovering from backup. To receive it, you need to get a security code by SMS (to get it you need to access your phone number). The only problem is that once the code is generated on the server, WhatsApp is
deactivated on the user's device. Of course, the user can re-activate it again, but the encryption key we generate will only work for backups that have been saved before, but not for any future backups. WhatsApp's iOS for iOS devices, the easiest way to access WhatsApp conversations is by analyzing
local iTunes-style backups. There is no additional encryption of WhatsApp data inside device backups. However, if the backup password is set, you need to enter the password, restore it or reset it on the iPhone itself. What about iCloud backups? They are essentially the same; WhatsApp chats and
media files are also stored there without additional encryption. To download backups of devices, you must have iCloud user credentials (password plus second factor or authentication marker). Once you download a backup, WhatsApp mining is trivial. Just like the Android version, WhatsApp for iOS can
make offline backups as well. They're stored in iCloud. WhatsApp's standalone backups in iCloud Drive are also encrypted. The protection is similar to backups in Google Drive. EXWA also supports these backups, see new in Elcomsoft for WhatsApp So what has changed in EXWA? We learned how to
get encryption keys directly from the iPhone, and now we can decrypt WhatsApp backups standalone iCloud Drive without the need for security code. Thus, the installation of whatsApp user will remain active. Technically speaking, encryption is encryption stored in a key fob. Most key fob items can be
easily accessed with Elcomsoft Phone Breaker, just not this one. WhatsApp's encryption key is aimed at a higher security class, so it can only be obtained with iOS Forensic Toolkit 4.0 with the physical extraction of the key fob. Once you get the encryption key and you open the WhatsApp backup
downloaded from iCloud Drive, you will be asked to decrypt (as we already had it). However, instead of authenticating with WhatsApp servers (to get security code), you can now point the way to the key fob file you retrieved using iOS Forensic Toolkit (keychaindump.xml by default). It's an old method.
We're requesting an activation key from WhatsApp: And this is a new method: you just need a key fob file from the jailbroken iPhone: There are several advantages to this approach. First, you no longer need to receive security code via SMS or phone call, and WhatsApp will remain active on the user's
iPhone. If you don't have access to the user's SIM card, this may be the only method of extraction available. In addition, the decryption key will work for all past and future backups. Why worry about iCloud Drive backups if you have an available device? Backup may contain chats that have already been
deleted on the device. While you can sometimes recover deleted records from the S'Lite database, this is not always the case. Elcomsoft eXplorer's output for WhatsApp is the most powerful WhatsApp recovery and decryption tool on the market, which supports both iOS and Android versions of



WhatsApp and decrypts all types of backups. We will do our best to add even more features; your suggestions are really appreciated. Did you need a macOS version, did you want to know, by the way? Android, EXWA, iCloud Drive, iOS, WhatsApp, WhatsApp backup More crypt12 extension is often
offered. DB file to create. Db. File CRYPT12, which is used by WhatsApp to protect the database of messages of the user on his or her Android device. For each new installment, WhatsApp Messenger uses a different algorithm to encrypt DB files. An extension that is attached to a DB file, for example.
CRYPT7 or. CRYPT8, means algorithm. If you want to decrypt CRYPT12 to view the app's user's message history, you must find the key file in which the encryption key is stored. The key file is stored in the following place: /data/data/com.whatsapp/files/key CRYPT12 database files are located on the SD
map of the Android device with WhatsApp Messenger installed. You can find it in the following directory: /sdcard/WhatsApp/Databases In the folder may be several files of the crypt12 database with YYYY-MM-DD dates included in their file names. These files were created by WhatsApp Messenger as
backups msgstore.db.crypt12. The date in their file name represents when the file was created. Teh Teh backup files can be deleted to make room on the SD card without affecting WhatsApp Messenger messages. However, backup databases will not be available to repair a damaged database if it is
removed. You can use the Omni-Crypt app to convert crypt12 files to. CRYPT outdated files on your Android device. You can also use WhatCrypt to decrypt and download/store CRYPT12 files. Shared CRYPT12 Filenames FREE DOWNLOAD Open over 300 file formats with The Viewer Plus file.
Programs that open the files CRYPT12 Updated 10/10/2019 We scanned the title file of your encrypted database and determined that we do not have the appropriate key to the crypt. You have to download your crypt key before we can perform any decryption of the database. If you have an rooted
Android device, please get the glue from: /data/data/com.whatsapp/files/key. If your Android device is not rooted, please download our Crypt Key Extractor. WhatCrypt is a decryption and re-encryption tool to back up WhatsApp databases. Examples of use:1.) Decry the .crypt and .crypt5 database files
and turn them into S'Lite.2 files.) Transcription or Recrypt.crypt5 database files that were not associated with any account.3.) Recrypt .crypt5 database files so they can be used on another device / account.4.) Recrypt .crypt5 database files on .crypt so they can be used on older versions of WhatsApp.5.)
Recrypt .crypt files a database on .crypt5 so they can be used on new versions of WhatsApp. All decrypted and re-encrypted files will be stored in the same catalog as the original encrypted file. The decryption of the files will end at .db. Re-encrypted files end in re.crypt or re.crypt5. Theoriginal encrypted
files will not be moved or deleted. If you get any Decryption Failed messagesthen it means that either the encrypted database is corrupted or you have provided the wrong name. Name.
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