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PROTIVITI  GLOBAL STUDY FOR TOP RISKS 2018  

Rank  Risk Issue YOY 
Trend 

1 Rapid speed of disruptive innovations and new 
technologies 

Source: Protiviti - Executive Perspectives on Top Risks for 2018 and 2019 

Rank  Risk Issue YOY 
Trend 

3 Cyber threats 



© 2018 Protiviti Inc. An Equal Opportunity Employer M/F/Disability/Veterans. Protiviti is not licensed or registered as a public accounting firm and 
does not issue opinions on financial statements or offer attestation services. All registered trademarks are the property of their respective owners. 

PROTIVITI  GLOBAL STUDY FOR TOP RISKS 2019  

Source: Protiviti - Executive Perspectives on Top Risks for 2018 and 2019 

Rank  Risk Issue YOY 
Trend 

1 Existing operations meeting performance expectations, 
competing against “born digital” firms 

Rank  Risk Issue YOY 
Trend 

4 Cyber threats 
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CONSIDER THIS 
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$30.8bn in 24 hours 

85s for 1st billion 

9m queries  
57bn recommendations 
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Marriott International says that a breach of its guest 
reservation database exposed the personal information of up 

to 500 million people  
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Do we manage and  
monitor what really  

matters? 

Do we make  
decisions in  
line with our  
risk appetite? 

Do we make  
risk-adjusted  
decisions? 

Identify and  
prioritize  

enterprise risks 

Quantify,  
proactively  manage 

and  monitor top 
risks 

Integrate risk  and 
opportunity  
analysis into  

strategy setting  
and planning 

Implement a  
robust Risk  

Appetite  
Framework 

Disseminate a risk-based  
mindset across the  

organization 

 
Strategy and Business Execution 
 

Evaluation of Strategic Options   

Business Planning and Forecasting 

 

 
Risk Culture and Behaviors 
 

Establish and evolve the overall ERM governance 

Do we act as  
desired at all  

levels؟  

 
TRADITIONALLY ERM IS A PHASED JOURNEY…  
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Digitizing Products  
and Services 

…DIGITAL TRANSFORMATION IS ALSO A JOURNEY  

Customer  
Engagement 

 

Better Informed  
Decisions 

Operational  
Performance 
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NUMBER OF EXTERNAL TOUCHPOINTS 

DATA EXPLOSION 

LEVEL OF AUTOMATION 

COMPLEXITY OF DECISION MAKING 

SPEED OF DEVELOPMENT 

… WHICH COMES WITH POTENTIAL COLLATERAL DAMAGE 
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VISIONING DIGITAL 
LEADERSHIP 

CORPORATE 
CULTURE 

CUSTOMER 
CENTRICITY 

TECHNOLOGY 
ORGANIZATION 

DATA 
VALUE  

CREATION 

BUSINESS MODEL 
DISRUPTION 

MANAGEMENT 
CULTURE 

STRUCTURE & 
HIERARCHY MARKETING STRATEGY IT ARCHITECTURE & 

INFRASTRUCTURE 
BIG DATA  

ANALYTICS 

STRATEGIC PLANNING EMPLOYEE SKILLS  
& CAPABILITIES 

HUMAN RESOURCE 
MANAGEMENT 

MARKETING 
PROVIDER 

MANAGEMENT 

SOFTWARE 
DEVELOPMENT & DELIVERY 

DATA 
SCIENCE TEAM 

GOVERNANCE & RISK 
MANAGEMENT 

TEAM 
PERFORMANCE 

INNOVATION & 
RESEARCH 

CROSS CHANNEL 
STRATEGY 

THIRD PARTY 
COLLABORATION & 

INTEGRATION 
DATA GOVERNANCE 

COMPLIANCE DIGITAL 
SPONSORSHIP 

KNOWLEDGE 
MANAGEMENT 

MEDIA 
PERFORMANCE INNOVATION SUPPORT BUSINESS 

AUTOMATION 

FINANCIAL PLANNING WORKPLACE 
COLLABORATION OPERATIONAL EXCELLENCE 

BUDGETING 
TRACKING & 

PERFORMANCE 

CYBER 
SECURITY PERSONALIZATION 

VISION 
MISSION 

STRATEGY 

COMMUNICATION 
MARKETING 

SALES 

TECHNOLOGY 
INNOVATION 

DEVELOPMENT 

MANAGEMENT 
EMPLOYEES 

CULTURE 

BIG DATA 
ANALYTICS 

AUTOMATION 

ORGANIZATION 
STRUCTURE 

PROCESS 

DIGITAL MATURITY AND RISK SHOULD BE ASSESSED 
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DIGITAL MATURITY SCALE 
MATURITY LEVELS 

1 2 3 4 5 6 7 8 9 10 

Digital Follower Digital Leader Digital Sceptic Digital Beginner Digital Expert 

• React to 
competition 

• Risk averse 

• Embracing change 
• Collection of point 

solutions 

• Clear strategy 
• Agile  
• Effective at change 

delivery 

• High levels of 
automation 

• Low cost base 
• Hyper scalable 

• Innovative 
• Disruptive 
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LEADERS IN RISK MANAGEMENT 

Understand risk and reward are linked 
 
Embrace risk to achieve growth potential. 
 
The risk function is as innovative as other parts of the business 
 
Risk identification and monitoring is data driven, drawing on feeds from a 
diverse range of sources 
 
Statistical techniques provides the business with a view on the probabilities of 
certain outcomes 
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KEY TAKEAWAYS 

Inactivity is Dangerous.  
The speed of change will only 

increase. 
 
 

Don’t just focus on 
technology risk; people, 

processes and culture are 
key. 

3 Digital risk is real – 
Understand your current status 
and implement changes to ERM 

as needed. 
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